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Expert guidance for securing your 802.11 networks

- Learn best practices for securely managing, operating, and scaling WLANSs

- Comprehend the security-related technol ogical underpinnings of WLANS

- Explore new security protocolsin 802.11i and WPA and learn how they prevent attacks

- Review centralized deployment models for wired/wireless integration

- Deepen your knowledge of defense by understanding the tools that attackers use to perform reconnai ssance
and to attack authentication and encryption mechanisms

- Understand how to design secure WLANS to support enterprise applications with the new standards and
practices detailed in this book

- Reference the next generation authentication standards and protocols

- Find out about mobility, hotspots, and campus wirel ess networks

- Grasp Open Authentication, MAC-based authentication, shared key authentication, EAP authentication
protocols, WEP, WPA, and 802.11i

Cisco Wireless LAN Security is an in-depth guide to wireless LAN technology and security, introducing the
key aspects of 802.11 security by illustrating major wireless LAN (WLAN) standards that can protect the
entire network. Because aWLAN isless effective as an isolated piece of the network, this book emphasizes
how to effectively integrate WLAN devices into the wired network while maintaining maximum security.

Cisco Wireless LAN Security covers the spectrum of WLAN security, including protocols and specifications,
vulnerabilities and threats, and, especially, deployment patterns and design guidelines. With a unique
combination of theory and practice, this book addresses fundamental wireless concepts, such as WEP, and
innovations, such as EAP, switching, and management. Each chapter includes detailed illustrations,
checklists, design templates, and other resources. Y ou will aso find generic wireless deployment patterns
based on real-world customer installations and functional examples of architecture, design, and best
practices.

Whether you currently design, configure, implement, and maintain WLANS or simply want to explore
wireless security issues, Cisco Wireless LAN Security has everything you need to understand how to create a
seamlessly secure, impenetrable 802.11 network.

This book is part of the Networking Technology Series from Cisco Press¢, which offers networking
professionals valuable information for constructing efficient networks, understanding new technologies, and
building successful careers.
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From reader reviews:
Matt Cresswell:

The feeling that you get from Cisco Wireless LAN Security (paperback) (Networking Technology) will be
the more deep you excavating the information that hide inside the words the more you get considering
reading it. It doesn't mean that this book is hard to know but Cisco Wireless LAN Security (paperback)
(Networking Technology) giving you thrill feeling of reading. The author conveys their point in a number of
way that can be understood by simply anyone who read this because the author of this e-book is well-known
enough. That book also makes your personal vocabulary increase well. It istherefore easy to understand then
can go with you, both in printed or e-book style are available. We highly recommend you for having this
particular Cisco Wireless LAN Security (paperback) (Networking Technology) instantly.

Adeline Bonds:

Hey guys, do you wishesto finds a new book you just read? May be the book with the concept Cisco
Wireless LAN Security (paperback) (Networking Technology) suitable to you? Often the book was written
by well known writer in this era. The particular book untitled Cisco Wireless LAN Security (paperback)
(Networking Technology)is a single of several books in which everyone read now. This book was inspired
lots of people in the world. When you read this reserve you will enter the new age that you ever know ahead
of. The author explained their strategy in the simple way, consequently all of people can easily to recognise
the core of this e-book. This book will give you alots of information about thisworld now. To help you to
see the represented of the world with this book.

Ann Clark:

The publication with title Cisco Wireless LAN Security (paperback) (Networking Technology) posesses a lot
of information that you can discover it. Y ou can get alot of help after read this book. This book exist new
expertise the information that exist in this book represented the condition of the world currently. That is
important to yo7u to find out how the improvement of the world. This kind of book will bring you
throughout new era of the internationalization. Y ou can read the e-book on your smart phone, so you can
read that anywhere you want.

Mathew Casillas:

Aswe know that book isvital thing to add our know-how for everything. By a book we can know everything
werealy wish for. A book isaset of written, printed, illustrated as well as blank sheet. Every year ended up
being exactly added. This publication Cisco Wireless LAN Security (paperback) (Networking Technology)
was filled regarding science. Spend your spare time to add your knowledge about your science competence.
Some people has distinct feel when they reading any book. If you know how big benefit of a book, you can
feel enjoy to read a e-book. In the modern eralike at this point, many waysto get book that you wanted.
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